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Abstract

Ensuring the correctness of mobile payment applications is critical,
as even subtle faults can lead to severe financial losses. To ensure
reliability, the WECHAT PAy (a popular payment app with over
one billion active users worldwide) team developed a User Accep-
tance Testing (UAT) system based on model-based testing (MBT).
It maintains use cases specifying user operation sequences and
expected app behaviors under business rules. UAT converts these
use cases into formal models and generates test cases to validate
the app. Although UAT achieves 100% state coverage by covering
all user operations and business rules, it still suffers from two major
limitations: insufficient test coverage and predefined test oracles.

In this paper, we introduce a model-guided property-based test-
ing approach to improving the existing UAT system. We have two
key observations: (1) UAT test cases can effectively reach all app
states; and (2) WECHAT PAy exhibits some invariant behaviors,
which can be used to synthesize generic properties for bug finding.
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Building on these observations, our approach performs random ex-
ploration from UAT-discovered states, and validates app behaviors
against the automatically synthesized properties. We also propose a
greedy trace shrinking algorithm to reduce failure-inducing traces.
We implemented our approach as UAT++, an advanced testing tool
built upon the UAT system. Across 20,000 machine hours, UAT++
found 59 previously unknown bugs, including 48 logic bugs and 11
crash bugs (55 confirmed, 45 fixed). These bugs could not be found
by the UAT system and classic property-base testing (PBT). UAT++
improved state transition coverage by 82.6% and 600.0% over the
UAT system and classic PBT, respectively. The shrinking algorithm
attained an average trace reduction rate of 79.9%. To date, UAT++
has been deployed in the continuous testing pipeline of WECHAT
PAY across Android, i0S, and HarmonyOS platforms.
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« Software and its engineering — Software testing and debug-
ging.
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1 Introduction

Digital transformation has shifted users from cash and in-person
banking to mobile payment applications (apps for short). The adop-
tion of mobile payment had increased over fivefold between 2015
and 2020, and grown from 0.4 to 2.3 billion users [54]. It is reported
that the mobile payment market will reach USD 16.2 trillion by
2031 [17]. These trends have been driven by today’s dominant mo-
bile payment apps like WECHAT PAy [46], ALIPAY [2], PAYPAL [33]
and GooGLE PAy [22]. For example, WECHAT PAy, developed by
Tencent, currently serves over 1 billion daily active users [53] and
processes transactions exceeding USD 1 billion each day [19].

Like all software, payment apps can have bugs. Even subtle faults
in these apps could lead to severe financial losses due to the huge
user base and transaction volumes. For instance, in early 2025, a
software fault in ALIpAY [7] erroneously applied an 80% discount to
all transactions (miscategorized as government subsidy). This fault
led to an estimated loss of USD 132 million in merely five minutes.
Ensuring the correctness of payment apps is thus critical.

However, validating payment apps like WECHAT Pay at billion-
user scale is challenging. Existing app testing techniques [16, 30,
39, 42, 44] are ineffective because they struggle to exercise the
complex business logic behind different payment scenarios. For
example, WECHAT Pay offers diverse payment scenarios, such as
face-to-face, business, and social payments. Each scenario involves
complex business logic (e.g., authorization and discount rules). The
challenge is further amplified by frequent code updates of WECHAT
Pay. Indeed, WECHAT PAY encompasses about 120 core payment
scenarios associated with over 10,000 business rules and undergoes
bi-weekly updates.

To this end, the WECHAT PAy team has developed a User Ac-
ceptance Testing (UAT) system [52] based on the idea of classic
model-based testing (MBT) [15, 38]. Specifically, UAT maintains a
number of well-structured use cases in a restricted form of natural
language. Each use case comprehensively specifies the user opera-
tion sequences and the corresponding expected app behaviors of
a payment scenario. These behaviors are defined under specific
business rules and current app states. For instance, after five rounds
of incorrect password attempts, the app should prompt the user to
wait ten minutes.

In practice, the UAT testing process consists of three phases. First,
UAT converts a use case into a formal model (similar to finite state
machines). In this model, nodes represent app pages and edges
capture their transitions triggered by user operations. Business
rules are attached to some nodes to validate the correctness of
that pages. Second, for each page, it generates a user operation
sequence from the initial page to this page as a test case. Third,
UAT executes the generated test cases and validates the reached
page. A test case fails if the reached page fails the business rules
(e.g., the reached page is not intended or shows incorrect behaviors)
or the app crashes, indicating a potential bug. UAT demands the
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generated test cases to cover all user operations and all business
rules.

Although UAT has been deployed for effectively regression-
testing WECHAT Pay, it suffers from two major limitations. The
first limitation is insufficient test coverage. To mitigate state-space
explosion, UAT generates only one test case per page under each
business rule, and ignores alternative operation sequences that
could also reach the same page. As a result, UAT may miss exer-
cising specific business logic which depends on other operation
sequences. For example, the password recovery page can be reached
by two different operation sequences corresponding to fewer than
five or more than five rounds of incorrect password attempts. How-
ever, when UAT validates the password recovery page, it generates
only one of these two sequences. It may fail to exercise specific
business logic (e.g., requiring a ten-minute wait to retry in the case
of more than five).

The second limitation lies in the predefined test oracles. UAT
relies on the oracles predefined for specific operation sequences.
In other words, UAT test cases are example-based tests. For the
sequences not covered by UAT test cases, UAT cannot infer how the
operations would affect WECHAT PAy, making validation infeasible.
For instance, if a randomly generated sequence reaches the incorrect
password page, UAT cannot know the current number of failed
attempts. As a result, it cannot validate whether the page is correct
(e.g., whether a ten-minute warning should appear).

To address these limitations, this paper introduces a model-guided
property-based testing approach to improve the existing UAT sys-
tem. Property-based testing (PBT) [12] is a testing technique that
validates programs against generic properties by automatically gen-
erating a large number of test inputs. It finds property violations
without relying on a small number of manually crafted input-output
examples. However, applying classic PBT to payment apps is chal-
lenging, as random input generation makes it difficult to exercise
complex business logic without guidance.

Our core idea is to conduct property-based testing under the
guidance of UAT’s formal models (from the use cases). We have
two key observations: (1) UAT test cases can effectively reach all
app states due to the comprehensiveness of the model; and (2)
WECHAT Pay exhibits some invariant behaviors, which can be used
to synthesize generic properties for bug finding. Building on these
observations, our approach performs random exploration from
UAT-discovered states while validating app behaviors against the
synthesized properties. This design addresses the aforementioned
two limitations. It achieves broader coverage guided by model-
based testing while extending validation abilities beyond predefined
oracles through property-based testing. Thus, our approach can
uncover bugs hidden within complex business logic.

We realize our approach in three stages. First, we automatically
synthesize one simple yet effective form of invariant, page-transition
invariants, from use cases as properties. This type of invariant cap-
tures that performing some operation sequence on some page would
always take the app to reach another page. Second, we use UAT
test cases as guidance to systematically reach different states, then
perform random exploration from these states to discover new tran-
sitions. We also use domain-specific input strategies to navigate
through blocking pages (e.g., authentication pages). During explo-
ration, we validate app behaviors against synthesized properties for
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bug detection. Third, we design a greedy trace shrinking algorithm
to reduce failure-inducing traces to aid bug diagnosis.

We implemented and integrated our approach into the exist-
ing UAT system, evolving it into an advanced testing tool, UAT++.
To evaluate the practical effectiveness of UAT++, we conducted
an extensive empirical study on WECHAT PAy, accumulating over
20,000 machine hours across four core use cases: Business Payment
(QR code payment collection), Social Payment (payment collection),
Face-to-Face Payment (QR code payment) and WeChat Transfer.
UAT++ automatically synthesized 208 properties from these use
cases. The evaluation results demonstrate UAT++’s effectiveness in
bug detection, state space exploration, and failure trace shrinking.
Specifically, UAT++ discovered 59 previously unknown bugs that
could not be found by the existing UAT system, including 48 logic
bugs and 11 crash bugs. Among them, 55 have been confirmed and
45 have been fixed by developers. Furthermore, we compare UAT++
with the existing UAT system and classic PBT on state coverage
and state transition coverage. While UAT++ achieves the same state
coverage as the existing UAT system (100%), it improves state tran-
sition coverage by 82.6% and 600.0%, respectively. Moreover, to
facilitate debugging, our greedy trace shrinking algorithm effec-
tively reduced failure-inducing traces by an average of 79.9%. UAT++
has been deployed in continuous testing pipeline of WECHAT Pay
across Android, i0S, and HarmonyOS platforms.

In summary, this paper makes the following contributions:

o At the conceptual level, we introduce a model-guided property-
based testing approach to effectively validate WECHAT PAy.

o At the technical level, we design (1) an automated algorithm
that synthesizes properties from page-transition invariants in
UAT use cases; (2) a model-guided exploration strategy achiev-
ing better coverage by performing random exploration from
states discovered by the model; and (3) a greedy trace shrinking
algorithm to facilitate bug diagnosis.

o At the engineering level, we have implemented our approach as
an automated testing tool UAT++ and deployed it in the daily
continuous testing pipeline of WECHAT Pay.

o At the empirical level, we have demonstrated the practicality of
UAT++ through large-scale empirical evaluations on WECHAT
Pay. UAT++ discovers 59 previously unknown bugs, improves
state transition discovery by 82.6% over the UAT system, and
achieves an average failure-inducing trace reduction of 79.9%.

2 Background

2.1 Model-based Testing

Model-Based Testing (MBT) [15, 38] systematically generates func-
tional test cases from abstract behavioral models of the system
under test (SUT) [11, 14, 48]. A standard MBT workflow proceeds
in three phases: (1) model construction, building a model to abstract
representation of the SUT; (2) test generation, generating executable
test cases from the model to maximize coverage; and (3) execution
and validation, validating actual behavior against the test oracles de-
fined by the model. MBT commonly evaluates test adequacy using
two coverage metrics: (1) state coverage, which measures how many
distinct states are visited, and (2) state transition coverage, which
measures how many state transitions are executed by the generated
test cases. In mobile app testing, many existing works apply MBT
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Figure 1: Example of Use Cases in Business Payment

by building GUI state machines to validate the correctness of apps
and uncover bugs [5, 8, 23, 39, 55].

2.2 Property-based Testing

Property-based testing (PBT) [12, 21] is a testing paradigm that
evaluates system correctness against generic properties. It has been
widely applied to uncover functional bugs across diverse software
systems [4, 25, 29, 31]. The core workflow of PBT comprises three
phases: (1) property specification, defining properties the SUT must
satisfy; (2) input generation, automatically generating diverse in-
puts and executing them to check property violations; and (3) test
reduction, minimizing failure-inducing inputs into their simplest
reproducible forms. When adapting PBT to the functional testing
of mobile apps [28, 42, 44, 56], a property is typically formalized as
a triple ¢ = (Pre, I, Post) [56]. For example, entering an incorrect
password (I) on a validation page (Pre) must yield an error warning
(Post). Any execution trace violating such defined properties is
reported as a bug.

3 Motivation

This section introduces the UAT system and analyzes its limitations
in testing WECHAT PAy. It motivates our model-guided property-
based testing approach.

UAT System. WECHAT PAy is a popular payment app with over
1.4 billion users. To ensure reliability, it employs a User Acceptance
Testing (UAT) system [52], a typical implementation of model-based
testing in industrial practice. In this system, use cases serve as spec-
ifications to describe payment scenarios by characterizing the com-
plete business workflow. Each use case is written in a restricted
form of natural language. Specifically, a use case capture the inter-
actions between user operations and expected app behaviors under
specific business rules. Models are abstracted from these use cases to
represent pages and their transitions triggered by user operations.
UAT test cases are then generated from models with expected app
behaviors serving as test oracles to validate business logic. Specif-
ically, the UAT system generates one test case for every business
rule attached to each node and for every user operation on each
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Figure 2: Example Trace of WECHAT Pay
edge, thereby covering all business rules and all user operations in
the model.

Figure 1a shows part of a use case for Business Payment con-
taining six steps, with corresponding pages in Figure 2. Each step
specifies a user operation and WECHAT PAY’s behavior. Step 0 shows
the user entering the password verification page (Figure 2a). Step 1
navigates to Page2 when tapping “Change” (Figure 2b), and Step 2
returns to Pagel after selecting a bank card. Steps at the same in-
dentation level in Figure 1 represent alternative paths: from Pagel,
users can either change the payment method (Steps 0—1—2, blue
lines) or recover password (Steps 0—3—4—5, red lines). Most steps
have associated business rules that determine the page rendering
(i.e., layout) based on the app state. As shown in Figure 1b, Step
3 (entering incorrect password) navigates to Page3 with a rule: if
incorrect attempts fewer than 5, display Layout 1 (Figure 2d); oth-
erwise display Layout 2 (Figure 2e). Similar to Page3, Page2 has
two distinct layouts (Figure 2c and Figure 2d) based on the business
rule of whether the user qualifies for credit loans.

The UAT system converts each use case into a model. As illus-
trated in Figure 2Model, nodes represent pages, and edges represent
transitions triggered by user operations. Business rules associated
with each page define its correct rendering under the current app
state, against which the page’s correctness is validated. Based on the
model, UAT generates one test case per page under each business
rule. For example, in Figure 2, eight test cases are generated: a—b,
a—c,a—b—a,a—c—a,a—d, a—e, a—>d—f anda—d—f—g. This
ensures coverage of all user operations and business rules, achiev-
ing 100% state coverage (i.e., all layouts are covered). UAT then
executes the generated test cases and validates the reached pages.
A test case fails if the reached page violates business rules (e.g.,
the page is unintended or exhibits incorrect behavior) or if the app
crashes, indicating a bug.

Although UAT has been deployed for effectively regression-
testing WECHAT Pay, it suffers from two major limitations.
Limitation-1: Insufficient Test Coverage. To mitigate state space
explosion, UAT generates only one test case per page under each
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business rule, ignoring alternative operation sequences that could
also reach the same page. This may miss business logic that depends
on specific operation sequences, particularly in two aspects: (1) The
UAT system cannot cover all combinations of business rules across
different pages. As illustrated in Figure 2, Page2 and Page3 each
contain a business rule. However, since UAT does not generate test
cases that cover both Page2 and Page3, the system cannot evaluate
their combined effects. For instance, test cases involving both Page2
and Page3, such as a—c—a—e, trigger both rules sequentially. In
our evaluation, the absence of such test cases leads to an unex-
pected error (“reading "BaseResponse’ of undefined”) on page3. (2)
For cycle paths, the UAT system executes each cycle only once.
For example, it tests a—b but never explores repeated iterations
such as a—b—a—b. This may miss bugs that manifest only after
multiple iterations. The UAT system also does not consider back-
ward navigation. As shown in Figure 2, it generates forward paths
(e.g., a—»d—f—g) but not backward ones (e.g., a»d—f—g—a),
missing common back-navigation cases. In our evaluation, clicking
back button within Figure 2g results in an abnormal transaction
termination.

Limitation-2: Limited to Predefined Test Oracles. UAT can
only validate operation sequences predefined in UAT test cases, as
it cannot infer how operations affect the app state. For example,
given an initial state of five failed password attempts, a UAT test
case a—e with an oracle expecting a ten-minute retry prompt on
layout e. However, event if a new test case a—b—a—e is generated
that is not covered by UAT test cases, no oracle exists. UAT cannot
determine whether the additional operations b—a reset the failure
counter, and thus cannot validate the reached layout e.

4 Approach

Our approach synthesizes properties from use cases of WECHAT Pay
and outputs failure-inducing event traces along with the violated
properties or crash stack traces. To accomplish this, our approach
works in three stages, as shown in Figure 3. Stage 1 first extracts
page-transition invariants from use cases, and then translates them
into executable properties by leveraging UI layouts dynamically col-
lected during WECHAT PAY execution and operator APIs provided
by the UAT system (Section 4.2). Stage 2 iteratively executes each
UAT test case to reach a target state, then performs property-based
testing from that state to detect property violations and crashes
(Section 4.3). Stage 3 reduces failure-inducing traces via a greedy
shrinking algorithm (Section 4.4).

4.1 Definitions

This section presents the basic definitions used in our approach.
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DerINITION 1. UI Layout. A Ul layout L represents a specific UL
state of the app, formalized as a structural snapshot organized as a
hierarchy of widgets. Each widget w € L is characterized by a set
of attributes such as resource-id, text, description, and clickable. Let
L denote the set of all possible layouts in the app.

DEFINITION 2. Page. A page P represents a logical entity corre-
sponding to a specific business function in the app. Each page is
characterized by two types of widgets: state-independent widgets
IW that remain consistent regardless of app state and serve as its
unique identifier, and state-dependent widgets DW whose presence
or attribute values vary with app state. We use I(P) to denote the
instantiation set of page P, i.e., the set of all concrete layouts that
instantiate P. Formally, a layout L € I(P) if and only if it contains
all widgets in IW and a subset DW;, C DW, whose attribute values
are determined by the runtime state. Let £ denote the set of all
pages in the app.

DEeFINITION 3. GUI Event. The dynamic execution of the app is
driven by GUI events. Formally, a GUI event e is defined as a triple:
e = (o, w,d), where a € A = {click, input, swipe, back ... } repre-
sents the specific operation type. w € L U {0} denotes the target
widget on which the operation « is performed, and d represents
the optional data payload associated with the operation.
Example. In Figure 2, Page3 represents the Incorrect password Page
P5. Tts state-independent widgets (IW) consist of {text : Forgot
password, text : Retry}, while its state-dependent widgets (DW)
include dynamic error messages such as “Incorrect payment pass-
word. Try again.”. Layouts d and e are concrete instantiations of
P;, denoted as Ly, L. € I(P;). Consider layout L., where wrorgor
represents the clickable “Forgot password” button. The user op-
eration of clicking this button is formalized as a GUI event e =
(click, Wrorgor, 0)-

DEerINITION 4. Event Trace. An event trace E is defined as a trace
of GUI events, denoted as E = [ey, e, . .., €,]. The execution of E on
an app triggers a series of U transitions, producing a corresponding
trace of UI layouts [Ly, Ly, . .., L,]. This dynamic process can be
formally represented by the transition chain: L SN L NN
L,, where L; represents the resulting Ul layout after executing event
e; on the preceding layout L;_; (1 < i < n). For brevity, we use the
notation L, = E(Ly) to signify the outcome of applying the entire
event trace E to the initial layout L.

DEFINITION 5. Operator APL In the engineering context of
WECHAT Pay, testing operations are often encapsulated into higher-
level functions known as Operator APIs. An Operator API, denoted
as op, is a programmatic wrapper that executes a specific business
function. Depending on the complexity of the function, invoking
an op generates a finite trace of one or more continuous GUI events,
denoted as E,p = [ey,...,ex] (k > 1). The testing process can be
driven either by single, independent GUI events or by invoking
Operator APIs.

Example. Consider the password entry process a—d, shown in
Figure 2. This process is driven by an event trace E = [ey, .. ., €],
where each e; represents a click event on the keypad to input a
6-digit password. Executing E from the layout L, triggers a se-
quence of Ul transitions, ultimately reaching layout Ly, denoted as
Ly = E(Lg). In the engineering context of WECHAT Pay, developers
encapsulate this entire sequence into a single Operator API, such
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as 0Pinpur = InputincorrectPassword(). Invoking this op executes
the exact same continuous event trace E,, = [ey, ..., €].

DEerFINITION 6. Use Case. A use case u represents a specific

payment scenario, which we formally define as a transition-based
model [47] u = (S,0,6,5s0, F), where S C P is a finite set of
pages, O is a finite set of Operator APIs representing the transitions,
6 : 8 X O — 8 is the transition function, sy € S is the initial page,
and ¥ C S is the set of terminal pages. Each use case captures all
possible execution flows of an app scenario as transitions between
pages driven by Operator APIs. Let U denote the set of use cases
for the app.
Example. Figure 1 illustrates a part of the use case for Business
Payment in the UAT system. To demonstrate the modeling process,
we consider a simplified space only covered pages in Figure 2. The
space S = {Py, P, ...,Ps}. The initial page is sp = P;, and the
scenario terminates at either success or failure, making ¥ = {Ps}.
The transitions are driven by a set of Operator APIs O = { 0pchange
= ChangePaymentMethod(), 0pserec: = SelectPaymentMethod(),
Opinput = InputincorrectPassword(), ...}. The transition function §
formally maps these executions: for instance, (P1, 0pchange) = Pz,
6(P1: Opinput) = P,.

DEFINITION 7. App Property. A property is defined as a triple
¢ = (Pre, I, Post), where the precondition Pre and postcondition
Post are predicates over layouts, and the interaction scenario I
denotes a sequence of Operator APIs. The property ¢ specifies:

Ly |=Pre AL, = E(Ly) = L, |= Post (1)

That is, if the precondition holds in layout L, and executing event
sequence E from L, yields layout L,, the property ¢ holds if and
only if the postcondition holds in Lj,.

4.2 Automated Property Synthesis

Our approach synthesizes properties from UAT use cases by ex-
tracting page-transition invariants. Given an initial page Pj;; and
an event trace E, a page-transition invariant, denoted Prarger =

E(Pinit), holds if and only if:
VLe I[(Pi””)’ H!Pmrge’ €P: E(L) € H(Pturget) (2)

Here, 3! denotes uniqueness quantification [34]. That is, execut-
ing E from any layout instance of P;,;; always reaches the same
target page Prarger, regardless of the runtime state. We require the
uniqueness of Pyqge; because only a deterministic transition can
serve as a reliable oracle: if executing E could reach different pages
depending on hidden states, the transition would not qualify as an
invariant.

(1) Page-Transition Invariants Extraction. This stage extracts
page-transition invariants by exploring transition paths within use
cases. In a use case, each page carries a unique name assigned by
UAT engineers (e.g., Page 1 and Page 2 in Figure 2), and its tran-
sitions are encoded by §. For each use case u € U, Algorithm 1
explores all execution paths up to N steps (i.e., N Operator API
calls) and outputs a set of transition invariants A. Specifically, the
algorithm maintains a mapping R that records, for each pair of
initial page P;,;; and event trace E, all target pages reached during
exploration. The Main function first extracts all pages from the use
case u (Line 4) and then initiates traversal from each page to obtain
all reachable target pages up to N steps (Lines 5-7). Finally, for
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Algorithm 1: Page-Transition Invariants Extraction

Input: N: Maximum transition steps
u: a use case
Output: A: Set of extracted page-transition invariants
1 R {};
2 A 0;

Map from (Pjnis, E) to all reachable pages Preached

3 Function Main():
4 Parr — ExtractAllPages(u);
5 foreach P € P,y do

6 ‘ TraverseTransitions(P, P,0, (), u);

7 end

8 foreach ((Pinit, E), Preached) € R do

9 if |Preached| == 1 then

10 Piarger < the unique element in Pyeached;
n AFAU{Ptarget = E(Pinit) };

12 end

13 end

14 return A;
15 return

16 Function TraverseTransitions(Piniz, Peurr. depth, E, u):
17 if depth == N then

18 R[(Pinit:E)] — R[(PinibE)] U{Pcurr};
19 return;

20 end

21 if not IsExitPage(Pcy,») then

22 T« GetTransitions(Peyr, u);

23 foreach (op, Ppex:) € 7 do

24 E = E.append(op);

25 TraverseTransitions(Pinis, Pnext, depth + 1, E, u);
26 end

27 end

28 return

each pair of initial page and event trace, if it consistently reaches
exactly one target page, the corresponding transition is extracted
as an invariant transition (Lines 8-13). The TraverseTransitions
function recursively explores paths from each page. At each step,
it invokes GetTransitions(P.,,r, t), which returns the set of out-
going transitions {(0p, Ppex:)} of Peyyr directly from the use case
u, and recursively explores each subsequent page Ppey;, building
the event trace E incrementally (Lines 21-27). The exploration is
bounded by N, when reaching N steps, traversal terminates and
records the reached page in R (Lines 17-20).

(2) Property Synthesis. This phase transforms page-transition
invariants P;arger = E(Pjnir) into executable properties. To deter-
mine whether a runtime layout L matches a logical page P (i.e.,
L e I(P)), we extract state-independent widgets (IW) as unique
identifiers for each page. We achieve this through two strategies:

e Static Derivation of Basic Widget. In WECHAT Pay, developers
use the waitUI(target_widgets) function in Operator APIs to
ensure prerequisite UI widgets are rendered. For each transition

P 22 P in the use cases, we statically parse the waitUI argu-
ments within the source code of op. These arguments represent
the Ul elements that must be present for the API to execute,
thereby forming the statically derived state-independent widget
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set IW;. Since developers typically specify only minimal widgets
necessary for their test cases, this static set is incomplete.

e Dynamic Augmentation via Widget Intersection. We dynamically
capture UI hierarchies immediately before each Operator API ex-
ecutes across all UAT test cases. Since the UAT test cases achieve
100% state coverage, executing all test cases ensures that we
collect IW for each page. We then compute the intersection of
all captured hierarchies for a given page, where consistently
appearing widgets constitute the dynamic set IW;.

Combining both strategies yields the final state-independent widget
set for each page: IW = IW; U IWj.

Example. Consider the example in Figure 2. Regardless of the
preceding execution context (e.g., paying with a wallet balance
or a bank card), inputting an incorrect password (0pinpu:) on the
password verification page P; consistently navigates to the incorrect

password page Ps, This constitutes a single-step page-transition

. . OPinput . .
invariant P, ——— Ps. Through our extraction strategies, we

identify the state-independent widgets for both pages: IW; = {text:
Payment Method, text: Change, desc: Password Box, desc: Close} for
Py, and IW; = {text: Forgot password, text: Retry} for Ps. From this
transition, we synthesize property ¢ = (Pre, opinpus, Post), where
Pre requires layout L € I(P;) to contain IW;, and Post requires
layout L’ € I(Ps) to contain IWs. The property ¢ holds if and only
if for all layouts L satisfying Pre, executing opinpy; yields alayout L’
satisfying Post. Any violation of this condition indicates a potential
bug in the app.

4.3 Model-Guided Exploration

To effectively explore the complex state space of WECHAT Pay,
we propose a model-guided exploration approach that alternates
iteratively between two phases. The first phase leverages UAT test
cases to systematically reach different app states, while the sec-
ond phase performs property-based testing by generating random
event traces from these states and validating synthesized properties.
These two phases iterate continuously until all UAT test cases have
been executed.

(1) Model-Guided State Initialization. Each iteration begins
by executing a predefined UAT test case as an initial guiding se-
quence. This phase systematically traverses complex business logic
paths, advancing the app into all reachable states that would be
difficult to reach through random exploration alone.

(2) Property-Based Testing. Once the UAT test case execution
completes and establishes an initial state, the testing engine transi-
tions into a continuous exploration loop that interleaves two steps
(shown in Figure 4):

o Event Generation. The engine evaluates the current UI layout
(Leyrr) to determine the next event. If L., matches a predefined
blocking layout (e.g., password prompts), the engine injects a
domain-specific input event extracted from the payment model
to bypass the barrier. Otherwise, the engine generates a random
GUI event to explore deeper states.

o Property Validation. If L., satisfies the precondition (Pre) of
any property ¢, the engine intercepts exploration with a 50%
probability. It executes the corresponding interaction scenario
(I), i.e., invoking the associated operator APIs, and asserts the
postcondition (Post) to validate the property. Here, we following
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Figure 4: Property-based Testing Loop

prior work [56] to set the probabilistic, this is explicitly designed
to balance validating specific properties with exploring new app
states.

The exploration continues until reaching a terminal state (e.g., pay-
ment finished) or exhausting the allocated time budget, at which
point the engine returns to first phase to initialize from the next UAT
test case. Throughout this exploration process, a runtime monitor
continuously records the concatenated event trace E. When a crash
or property violation is detected, the complete failure-inducing
trace is immediately captured and saved.

4.4 Failure-inducing Trace Shrinking,.

We propose a greedy trace shrinking algorithm to reduce failure-
inducing execution traces. Formally, given an event trace E that
triggers a bug (e.g., a crash or property violation), the objective
is to identify a reduced subsequence E’ C E that reproduces the
original bug. Before formalizing our shrinking operators, we note
that mobile GUI event replay is non-deterministic: due to timing
and asynchronous updates, a widget may be present in one execu-
tion but absent in another, even for the same event sequence. We
formalize two trace manipulation operators accordingly.

DErFINITION 8. Trace Truncation. Given an event sequence
E = [e1,... ek, ...,en], trunc(E) returns the longest executable
prefix of E from the initial state with respect to a given execution.
Specifically, trunc(E) = [ey, ..., ex], where k is the largest index
such that every event in this prefix applies to a widget present in
that execution. Since replay is non-deterministic, k may vary across
executions;

DEFINITION 9. Event Elimination. We define the elimination
operator © to remove a contiguous subsequence from an event
trace. Given a trace E, = [ey,...,e,] and a subsequence E, =
[ei,...,ej] (1 £ i < j < n), the elimination E; © Ej yields a new
trace comprising the prefix [e;, ..., e;—;] followed by executable
events from the suffix [ej41, ..., e,]. The resulting trace is formally
defined as E; © E, = trunc([ey,...,€i—1,€j41,...,€n]).

(1) Operator API Cycle Shrinking. The execution of an Oper-
ator API (op) is strictly conditional, requiring a specific prerequisite
page. Therefore, if an event trace E = [ey,...,0p;,...,€j_1,0pj, ... €n]
contains two invocations of the same API (op; and op;, where i < j),
their preceding prerequisite layouts must be equivalent. This equiv-
alence dictates that the intermediate trace [op;,...,ej_1] consti-
tutes a redundant cycle that merely restores the layout. To maximize
the excised length, we identify the smallest index i satisfying this
condition. Thus, E is reduced by excising the cycle:

opi = op; ©)
(2) Widget Cycle Shrinking. Formally, let ¢; be an event in-

teracting with a target widget w;arge: on the current layout L;—;.
If Wiarge: is already present in an earlier layout Ly_; (1 < k < i),

E'=Eo [op;,...,ej—1] where

it indicates that the intermediate event sequence [eg,...,e;_1] is
functionally redundant with respect to the availability of warges.
To maximize the excised length, we identify the smallest index k
satisfying this condition. Consequently, the original trace E can be
optimized by directly applying e; to the earlier layout Li_1, yielding
the reduced trace E’:

E =Eo e, ...,ei-1] where wiarger € Lici NLisy  (4)

We apply these strategies iteratively to reduce failure-inducing
traces. During each iteration, the algorithm prioritizes the Operator
API Cycle Shrinking, proceeding to the Widget Cycle Shrinking only
when no further Operator API cycle can be identified. Since excising
events may disrupt implicit dependencies, each reduced trace E’ is
validated via dynamic replay. If E’ fails to reproduce any bug, it is
discarded; otherwise, it is retained for further iterative shrinking.
This process terminates when no further reductions exist, yielding
the reduced trace. Two event traces are considered to expose the
same bug if they violate the same property.

Example. We illustrate these strategies using a practical payment
scenario in WECHAT Pay: adding a bank card. The initial failure-
inducing trace is depicted below, where the test initiates at the
password verification layout (Ly). An Operator API (0pcpange) navi-
gates to the change payment method layout (L;), but a subsequent
Back event (epqci) reverts the app to the password verification layout
(L2). The Operator is invoked again (0pcphange), followed by an add
bank card event (e,q4) reaching the add bank card layout (Ls). A
failed submission (es,pmi;) fails to trigger a page transition, yielding

layout Ls, and ultimately, inputting the card number (e.4q) triggers

I . . . . OPchange Cback
a bug. The initial failure-inducing trace is: Ly ——— L; ——

OPchange €add €submit €card

Ly Is Ly Ls BUG.
In the provided trace, the Operator API 0pcpange is invoked twice,
indicating that their respective prerequisite layouts are equivalent.

OPch ebac
The subtrace L, range L Lhack, L, forms a redundant cycle.

OPchange
_—

Eliminating this cycle yields a shorter candidate trace: Ly

Ly ~edd, p, Swbmity p Ze@d, BUG. Upon validating that this
reduced candidate trace successfully reproduces the original bug,
the algorithm detects that there is no Operator API cycle present;
then it proceeds to apply widget cycle shrinking. Within the reduced
trace, the bug is triggered by e.,-4 on layout Ls. However, the target
widget weqrq required by e.4rq is already present in the preceding

layout Ly. So, we remove it and yield the reduced failure-inducing

OPchange eq ecar . .

trace: Lg 7 Ls ad Ly 4, BUG. After validating that
the reduced candidate trace can still reproduce the target failure,
the algorithm finds that there is no widget cycle present. It then

terminates and outputs the reduced failure-inducing trace.
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5 Evaluation

Our evaluation aims to answer these research questions:

¢ RQ1 (Bug Discovery): How effective is UAT++ in bug finding?

e RQ2 (Exploration Capability): Does UAT++ outperform UAT
and classic PBT in state and state transition coverage?

e RQ3 (Trace Shrinking): How do the proposed greedy shrink-
ing strategies perform in reducing failure-inducing traces?

5.1 Tool Implementation

We implemented and integrated our approach into the existing UAT
system, evolving it into an advanced testing tool UAT++ across
Android, iOS and HarmonyOS platforms. UAT++ comprises three
modules: property synthesis, model-guided exploration, and trace
shrinking. The implementation consists of approximately 15,000
lines of Go code and 6,600 lines of Python code. The empirical
evaluation targets four core use cases (i.e., Social Payment, Busi-
ness Payment, Face-to-Face Transfer, and WeChat Transfer) within
WECHAT Pay!. UAT++ synthesized properties based on single-step
page-transition invariants, generating a total of 208 properties (see
the first two columns in Table 1). The experiments were conducted
on a cluster of 2,000 Android 12.0 devices, continuously testing
the internal daily builds of WECHAT PAy. A total of 4,610 existing
UAT test cases were used as exploration guidance, with 0.5 machine
hours allocated to each for property-based testing.

5.2 Experiment Setup

Baselines. We compared UAT++ against two established baselines:
(1) UAT, which executes only existing test cases; and (2) Classic
PBT randomly selects an event at each step and performs prop-
erty validation with 50% probability, representing a purely random
exploration strategy without guidance.

Setup for RQ1. To answer RQ1, we define one testing round as
executing all 4,610 existing UAT test cases. We conducted 10 such
rounds, consuming approximately 20,000 machine hours in total.
All identified bugs were reported to the WECHAT PAY team for
confirmation and remediation.

Setup for RQ2. To evaluate the exploration capability of UAT++,
we compared it against two baselines. Each approach was executed
continuously for 120 hours. Because executing the existing UAT
test cases requires 60 hours, we allocated an equivalent 60 hours for
property-based testing. We measured exploration adequacy using
two metrics: (1) State Coverage, the number of distinct Ul layouts
covered; and (2) State Transition Coverage, the number of unique
transitions between UI layouts covered.

Setup for RQ3. To assess the effectiveness of our trace shrinking
algorithm, we evaluated it on 20 randomly selected bugs identified
by UAT++ during RQ1. We measured two aspects: (1) Reduction
Effectiveness, the length difference between original and reduced
traces; and (2) Algorithmic Efficiency, the total number of shrinking
iterations required. We use iteration count rather than wall-clock
time because GUI event replay is inherently non-deterministic and
subject to device-specific overhead.

IWECHAT PAY’s use cases are under continuous construction; each use case will be
tested after it has been built.
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Table 1: Bugs Found by UAT++ in four Use Cases

Use Cases Properties #Bugs
Business Payment
) 64 35
(QR code payment collection)
Social Payment
) 79 15
(payment collection)
Face-to-Face Payment 921 6
(OR code payment)
WeChat Transfer 44 3
Total 208 59

I Face-to-Face Payment (QR code payment)
I WeChat Transfer

I Business Payment (QR code payment collection)
Social Payment (payment collection)

20

Found Bugs
RS

Unexpected  Abnormal Crashes Business Ul Rendering

Page Transaction Logic Anomalies

Transitions Terminations Violations

Figure 5: Different Types of bugs found in four Use Cases

5.3 Experiment Results

Results for RQ1. Table 1 shows the number of synthesized prop-
erties and the previously unknown bugs found by UAT++ across
four distinct use cases. Overall, UAT++ found a total of 59 unique
and previously unknown bugs (55 confirmed, 45 fixed). Specifically,
the numbers of bugs discovered in these scenarios are 35, 15, 6, and
3, respectively. Neither UAT nor classic PBT is able to detect any
of these bugs. Notably, the number of discovered bugs correlates
with the functional complexity of each scenario. Business Payment
involves substantially more business functions and payment sub-
flows than WeChat Transfer, resulting in a larger and more intricate
state space; consequently, it exposes far more bugs.

The 59 bugs were classified into five distinct categories based
on their failure manifestations, shown in Figure 5. Representative
examples are detailed below: (1) Unexpected Page Transitions (17/59):
17 instances of unexpected UI page-transitions were identified. For
instance, pressing back on the Profile Page returns to the previous
page; however, doing so after a specific sequence of profile edits
yields no response, violating page-transition invariants. (2) Abnor-
mal Transaction Terminations (13/59): 13 instances of unexpected
payment closures were identified, often caused by unhandled cyclic
interactions. For instance, navigating to the Switch Phone Number
Page via the "Unable to receive code" option, then press Back to
return to the Phone Number Verification Page, which forms a loop;
subsequently pressing "Next" abnormally terminates the entire pay-
ment transaction. (3) Crashes (11/59): 11 instances of fatal crashes
were identified. For example, tapping the WECHAT PAy assistant
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resulted in an immediate app crash instead of successfully launch-
ing the intended mini-program. (4) Business Logic Violations (9/59):
9 instances of logic errors were identified, primarily triggered by
complex rule combinations and state inconsistencies. For example,
canceling a selected discount coupon before confirming a face-to-
face Payment still triggers an unauthorized, silent deduction of that
coupon. (5) Ul Rendering Anomalies (9/59): 9 instances of erroneous
state presentations were identified. For example, under specific
combinations of business rules, inputting an incorrect password
causes the app to display unhandled internal exception informa-
tion (e.g., "reading ‘BaseResponse’”) rather than a standard error
message.
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full state coverage. As a result, both UAT++ and UAT eventually
cover the same finite set of WECHAT PAY states.

(2) State Transition Coverage. Figure 7 illustrates the cumu-
lative state transitions discovered by the three approaches over
the 120 machine hours evaluation period. The empirical results
demonstrate that UAT++ significantly outperforms both individual
baselines, ultimately discovering over 420 state transitions.

Constrained by its inability to reach deep UI states, the classic
PBT exhibits the weakest performance here, plateauing early with
only approximately 60 transitions. Conversely, the UAT demon-
strates a rapid initial discovery rate, reaching approximately 230
transitions within the first 50 hours. However, it subsequently hits a
plateau. This stagnation aligns with its design limitation: predefined
UAT test cases are strictly fixed, so they never dynamically explore
execution spaces (e.g., complex combinations of business rules, roll-
backs, or cyclic interactions). Once all predefined test cases have
been executed, the state space ceases to expand. In contrast, our
model-guided property-based approach performs well in this metric.
Building upon the model guidance, UAT++ dynamically explores
the execution spaces around each state, successfully uncovering
those unforeseen combinations and complex rollbacks that the UAT
misses. Furthermore, the domain-specific inputs in UAT++ ensure
that this deep transition exploration is not prematurely halted by
specialized blocking pages (e.g., password verification page). As
a result, UAT++ successfully breaks through the 50-hour plateau,
continuously discovering new transitions to reach a total of 420
after 120 hours?’—an approximate 82.6% ((420-230)/230 ~ 82.6%)
improvement over the UAT and 600% ((420-60)/60 = 600.0%) im-
provement over classic PBT. This demonstrates the capability of
UAT++ for state transition coverage.

Answer to RQ1 (Bug Discovery): UAT++ found 59 previously
unknown bugs (55 confirmed, 45 fixed) across four use cases,
which can be classified into five types (Unexpected Page Tran-
sitions: 17, Abnormal Transaction Terminations: 13, Crashes:
11, Business Logic Violation: 9, UI Rendering Anomalies: 9).

Answer to RQ2 (Exploration Capability): UAT++ achieves
full state coverage (105 states) on par with the UAT, while
outperforming both baselines in state transition coverage by
discovering 420 transitions (an 82.6% and 600.0% improvement
over UAT and classic PBT, respectively).

Results for RQ2 . We compare the exploration capability of the
three approaches using two metrics:

(1) State Coverage. Figure 6 presents the cumulative distinct
states discovered over the 120 machine hour evaluation period. The
results show that both UAT++ and UAT achieve complete state
coverage, discovering all 105 states of WECHAT Pay.

The classic PBT baseline exhibits the weakest performance, plateau-
ing almost immediately at approximately 15 states. It shows that
without an understanding of the business logic, unguided random
exploration can easily be trapped by some blocking pages. Con-
versely, the UAT baseline shows a rapid initial discovery rate, peak-
ing at 105 states around the 50-hour mark before hitting a plateau.
In contrast, UAT++ exhibits a more gradual initial growth curve
compared to the UAT baseline. This slower pace occurs because
upon reaching a target state via model-based guidance, UAT++ ex-
tensively explores local transitions before moving on to explore new
states. However, effectively guided by the model, UAT++ steadily
progresses and ultimately reaches the exact same level as the UAT
baseline (105 states) by the end of the period, successfully achieving

Results for RQ3 . Table 2 presents the trace shrinking results for
20 random selected bugs. In Table 2, #Input denotes the length of the
original failure-inducing event trace for each bug, #Out denotes the
length of the reduced reproducible trace automatically produced
by UAT++, and #lters denotes the number of iterations during the
shrinking process. In addition, %Red denotes the ratio of the reduced
trace length to the original trace length.

Overall, UAT++ achieved a reduction rate exceeding 85% for the
majority of the test cases, with a maximum reduction rate of 95.2%
and a minimum of 50%, yielding an average reduction rate of 79.9%
across the dataset. This substantial reduction demonstrates that
the proposed shrinking strategies effectively eliminate redundant
cycles and irrelevant GUI events. Specifically, the lengths of the
reduced traces (#Out) were successfully compressed to an average of
5.1 steps (with a median of 4.5). Regarding algorithmic efficiency, as
shown in Table 2, the algorithm converges to an optimized reduced

The curves show no plateau, indicating that running for longer would likely find
more state transitions.



ASE ’26, October 12-16, 2026, Munich, Germany Xiangchen Shen et al.

Table 2: Statistical Results of UAT++ Trace Shrinking

Bug ID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 Avg. Med. Std.

#Input | 16 12 10 25 28 23 54 10 36 36 219 37 48 52 68 18 48 12 63 15 415 320 456

#0ut 2 3 4 7 9 3 8 5 7 2 11 4 4 5 5 7 4 5 3 4 5.1 4.5 2.4
#Iter 6 10 6 14 17 4 18 9 16 6 50 7 14 14 15 11 6 6 10 7 12.3 10.0 9.9
%Red |87.5% 75.0% 60.0% 72.0% 67.9% 87.0% 85.2% 50.0%| 80.6% 94.4% 95.0% 89.2% 91.7% 90.4% 92.6% 61.1% 91.7% 58.3% 95.2%1 73.3%|79.9% 86.1% 14.2%

Note: T and | indicate the maximum and minimum reduction rates, respectively.

trace by running only 12.3 shrinking iterations (#Iters) on average,
highlighting its capability to rapidly prune the search space.

Answer to RQ3 (Trace Shrinking): UAT++’s trace shrinking
algorithm is highly effective and efficient, achieving an average
trace reduction of 79.9% (reducing traces to an average of 5.1
steps) by evaluating only 12.3 shrinking iterations per bug.

6 Discussions

Effectiveness of Our Approach. The combination of Model-Based
Testing (MBT) and Property-Based Testing (PBT) is a promising
direction for testing complex software systems with well-defined
state transitions. The core insight is that MBT provides structured
state transitions through explicit models, while PBT explores state
spaces beyond predefined test cases. This complementary relation-
ship addresses a fundamental challenge in high-assurance systems
where exhaustive manual testing becomes prohibitively expensive.
Random testing alone cannot guarantee critical state coverage. Our
tool UAT++ at WECHAT PAY demonstrates this effectiveness in prac-
tice. Test case development for UAT required 2000 person-hours to
manually deliver 1,000 test cases, yet yielded only 10 bugs monthly
on average. In contrast, UAT++ automatically discovered 59 pre-
viously unknown bugs over approximately 20,000 machine hours
without introducing additional manual scripting overhead. As a
senior QA architect validated: “Some bugs can only be triggered after
repeatedly entering and exiting states; they cannot be exposed by fol-
lowing the normal path. This is exactly where the value of combining
PBT with MBT lies.” The approach requires only a reference model
capturing system behaviors and state transition points, which has
stable semantics and infrequent updates. This makes it adaptable to
domains such as financial systems, industrial control software, and
safety-critical apps where state complexity exceeds manual testing
capacity.

Tackling False Positives in Practice. In theory, UAT++ is ex-
pected to produce zero false positives because the properties (¢)
are synthesized from page-transition invariants in manually val-
idated UAT use cases. Any deviation from these transitions indi-
cates a real bug. However, industrial deployment reveals three
sources of engineering-level false positives. First, asynchronous
UI rendering latency may cause premature postcondition checks be-
fore pages are fully loaded. We mitigate this by dynamically de-
tecting common loading widgets through their classname (e.g.,
android.widget.ProgressBar) or by injecting wait intervals be-
tween Ul events only when necessary. Second, execution flakiness
in UAT Operator APIs introduces interruptions in page transitions.

During property validation, API failures interrupt state transitions
and trigger incorrect violation reports. During property synthesis,
such interruptions capture unintended UI layouts, which corrupt
the dynamic extraction of state-independent widgets[37]. UAT++
addresses both by monitoring API execution status in real time. If
an execution failure is detected, UAT++ gracefully falls back to ran-
dom exploration to avoid false positives. Meanwhile, the extraction
module discards the invalid layout snapshot, ensuring that only
intended layouts are recorded. Third, ambiguous page identification
during property synthesis. In rare cases, distinct pages share iden-
tical state-independent widgets (IW), causing ambiguity in page
identification. This may lead UAT++ to validate properties on an in-
correct page, resulting in false positives. We mitigate this by adding
the identified pages to the whitelist of the affected property.
Extension of Property Synthesis. Our evaluation focuses on
properties synthesized from page-transition invariants, but the ap-
proach naturally extends along two orthogonal dimensions. First,
the transition step count can be increased beyond the currently
implemented single-step transitions. We have already implemented
2-step transition invariants, which generated 809 properties and
successfully detected one bug within a single testing round. Criti-
cally, this bug has not been found by single-step transitions. Multi-
step properties enable the extraction of more invariants by captur-
ing longer event traces within the model. The optimal step count
should balance testing comprehensiveness against computational
cost based on specific deployment contexts. Second, the property
types can extend beyond the current focus on Ul navigational tran-
sitions to encompass data-level invariants, such as mathematical
correctness of transaction computations or consistency constraints
across business entities (akin to the invariants detected by Daikon
[20]). Together, these two dimensions offer a systematic pathway to
enrich the synthesized property set, enabling more comprehensive
coverage of both structural and semantic app behaviors.

Threats to Validity. The empirical evaluation was conducted on
WECHAT PAY. While WECHAT PAy is one of the most complex and
widely used payment apps, its specific architectural patterns and im-
plementation details may differ from other payment apps. However,
despite these potential differences, the core approach of UAT++ is
fundamentally agnostic to app-specific logic and can be generalized
to other payment apps, which only need to provide an equivalent
model as input. Specifically, the automatic synthesis of properties
from UAT use cases extracts page-transition invariants, while the
model-guided exploration strategy and the failure-inducing trace-
shrinking algorithms operate on event traces. None of them rely
on app-specific logic.
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7 Related Work

Model-based GUI Testing. Model-Based Testing (MBT) [15, 38] is
a widely used testing approach. Several studies [3, 39, 55, 57] auto-
matically extract GUI finite state machines via dynamic traversal or
by combining static and dynamic analysis. Then they measure test
adequacy with code coverage. However, these approaches lack ora-
cles for functional validation. DEMGEN [8] generates models from
UI/UX design documents, but its oracle is built by merging visually
similar pages into the same state without defining the system con-
texts under which transitions should occur. However, in complex
payment scenarios, visually identical pages can represent entirely
different system states. In contrast, our approach constructs oracles
directly from manually validated use cases that explicitly define
the business conditions governing each page transition, thereby
forming a ground-truth behavioral specification.

Functional Testing of Android Apps. Most existing techniques
are limited to finding crashing bugs [39, 45, 50] due to a lack of
test oracles [6]. Thus, they fail to find page-transition bugs in our
scenarios. To detect functional bugs, numerous automated oracles
have been proposed [36, 40, 43, 49]. Notably, OpIN [49] detects
non-crashing functional bugs in Android apps by mining majority
behaviors from execution traces as oracles. GENIE [40] exploits
the independent view property through metamorphic testing. SET-
DroIp [43] applies metamorphic testing by injecting and restoring
system setting changes. However, all of these approaches suffer
from limited practicality due to high false-positive rates, and they
struggle to explore different states in a complex app to validate
its functional correctness. In contrast, UAT++’s page-transition
invariants theoretically yield zero false positives, and its model-
guided strategy can guide it to different states of WECHAT Pay for
functional testing.

Property-based Testing. Property-based testing [21] is a powerful
testing approach that gained widespread recognition through the
work of Claessen and Hughes [12]. It has been applied to find func-
tional bugs in various software systems [4, 25, 27, 29, 31, 32, 35].
Furthermore, PBT has been increasingly adopted in mobile app test-
ing. CHIMCHECK [28] directly reuses the assertions in existing test
cases as test oracles. However, these test oracles cannot be directly
applied to our scenario because they are tightly coupled with the
app state and preceding operational steps. PBFDroID [42], PDT-
Drorp [44] and KEA [18, 56] share a similar limitation: they require
testers to manually write properties before testing and manually
inspect executions afterward to identify key failure-inducing traces.
In contrast, our approach automatically synthesizes page-transition
invariants from the predefined use case instead of defining them
manually or using the test cases’ oracle directly. Moreover, we pro-
pose a shrinking algorithm to effectively reduce failure-inducing
traces, thereby aiding bug diagnosis.

To the best of our knowledge, few approaches combine model-
based testing with property-based testing [1, 9, 24]. Cabrera Castil-
los et al. [9] define coverage criteria and mutation operators over
property automata derived from a pattern language, providing a
systematic framework for MBT with temporal properties. Huang et
al. [24] integrate PBT and MBT using symbolic finite state machines
with LTL safety properties, formally proving that the generated test
suite is exhaustive for any SUT violating a property satisfied by the
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model. Aichernig and Schumi [1] automatically derive extended
finite state machine based generators from XML business-rule mod-
els to test web-service applications. However, these approaches
require manually specified properties and were evaluated on rela-
tively small systems, thus failing to address the challenges of testing
large-scale applications with complex business logic. In contrast,
our approach automatically synthesizes properties directly from ex-
isting use cases. Furthermore, we employ our approach in a highly
complex industrial app WECHAT Pay, which comprises 120 core
scenarios associated with over 10,000 business rules.

Input Shrinking for GUI Testing. Test input shrinking aims to
identify a reduced subsequence of a test input trace that retains the
ability to trigger a specific failure. This problem was first formalized
by Zeller et al. [58], who proposed delta debugging (DD), a widely
recognized foundational technique for optimizing failure-inducing
test inputs. In the context of Android apps, existing input shrinking
solutions remain limited [10, 13, 26, 41, 51]. ND3MIN [13] addresses
non-determinism in the execution of GUI event traces by retrying
each candidate trace multiple times. However, this approach still
requires a substantial number of test runs, thereby limiting its ef-
ficiency in practice. SIMPLYDROID [26] employs hierarchical delta
debugging (HDD), an extension of traditional DD. It constructs a
GUI transition hierarchy tree based on abstracted GUI layouts and
performs DD at each layer of the tree. Similarly, DETREDUCE [10]
shrinks GUI test traces through state abstraction by eliminating ex-
ecution cycles that begin and end at the same state. However, both
SimpLYDROID and DETREDUCE rely heavily on state abstraction,
which can be inaccurate in complex real-world scenarios. This inac-
curacy results in additional time overhead due to multiple invalid
execution attempts. In contrast, our approach applies GUI-specific
strategies to effectively identify and eliminate cycles from GUI test
traces, thereby requiring fewer shrinking iterations and efficiently
pruning the search space.

8 Conclusion

We propose a model-guided property-based testing approach to
effectively validate the correctness of WECHAT Pay. Our approach
expands test coverage and enables validation of event traces with-
out relying on predefined oracles. The implementation of our idea,
UAT++, has been deployed in the continuous testing pipeline of
WECHAT Pav. It has successfully discovered 59 previously unknown
bugs that evaded the existing UAT system. So far, 55 bugs have been
confirmed by developers, and 45 have already been fixed. Further-
more, UAT++ triggers over 420 state transitions, achieving an 82.6%
improvement over the existing UAT system and overcoming its ex-
ploration plateau. Finally, our shrinking algorithm reduced failure
traces by an average of 79.9%.
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